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Abstract

The article explores the application of blockchain for risk allocation in cross-border licensing agreements
of dual-use technologies under Ukrainian and EU legal frameworks.

The first section analyses blockchain technology from both technical and legal perspectives. It outlines
the operational principles of the most widely used consensus mechanisms in supply chain management and
identifies key threats inherent in each of them. The analysis includes the most common types of attacks
targeting blockchain infrastructure. The criteria of suitable consensual mechanisms for dual-use technology
transactions are determined. The section further focuses on the theoretical concept and grounds for
blockchain implementations in licensing agreements, including smart contracts, blockchain-based supply
chain management, and dispute resolution. The role of smart contracts in licensing agreements is examined
in terms of their implementation within the operational lifecycle of commercial entities. Considering supply
chain management, possible approaches to blockchain adoptions are presented. Regarding dispute
resolution, contemporary methods in the digital realm are described.

The second section examines the integration of blockchain technology for risk allocation in cross-border
licensing agreements in the EU market. It defines the concepts of risk and its allocation between contracting
parties, from economic and legal perspectives. Two categories of risks are distinguished: those inherent in
licensing agreements and those specific to the dual-use technology sector. The first category addresses risks
associated with conflict-of-law issues, counterfeiting, and royalty formation. The limits of blockchain-based
risk allocation are discovered in light of the exclusive-jurisdiction rule. Subsequently, the adoption of
blockchain-based SCM is studied through the lens of the allocation of counterfeiting risk. A similar approach
is applied to the risk of information asymmetry. The second category of risks concerns export controls and
sanctions. The EU regulatory frameworks governing the relevant fields are examined. Contemporary
examples of SCM implementations used to allocate export-control and sanctions risks are analysed. Both
risks can be allocated between contractual parties through blockchain-based SCM.

The study results in the development of a risk allocation matrix using blockchain technology.

Keywords: blockchain, risk allocation, cross-border transactions, licensing agreements, dual-use technologies.
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Analysis of recent research and publications

The number of available consensus types is skyrocketing, although a few have already proved themselves
in market applications.! Most of these mechanisms remain vulnerable to different kinds of attacks, including
clone attacks,? the Sybil attack,® the 51% attack,* etc. At the same time, hybrid models that combine different
mechanisms have been proposed to mitigate these vulnerabilities and reduce the risk of third-party
interference with sensitive information.”> However, their effectiveness still lacks sufficient empirical
validation.

Although a substantial body of scholarship has already explored various uses of blockchain — including
smart contracts,® stablecoins for transactions,” blockchain-based supply chain management,® and dispute
resolution,” — its application to licensing agreements at the intersection of Ukrainian and EU jurisdictions
remains underexplored.

Theories about legal risks have been extensively developed in different fields of law, including the law
of sale,' international IP contracting implications,!" governmental procurement,'? International Power
Projects,'® e-commerce.'* Moreover, a solid background is given in the context of the risks inherent in
technology licensing agreements, which arise out of the exclusive jurisdiction rule,'S governing law
principles,'¢ counterfeiting,!” enforcement of IP rights,'® royalty formation,” contract formation under
asymmetric information,?® and a lack of transparency regarding the value of technology.?!

Furthermore, a number of risks have been developed in the academic domain in the field of technology
transfer, including its licensing and distribution. In particular, we will focus on those involving export* and
sanctions® controls over the distribution of technologies. At the same time, the application of these doctrines
torisk allocation in cross-border licensing agreements is limited. Although several studies analyse distributed
ledger applications in the supply chains of dual-use and military technologies, such as the nuclear material
chain,? their use remains limited to the national level and does not consider the implementation of licensing
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agreements within these chains. Meanwhile, more comprehensive applications, such as Louis Vuitton’s
AURA platform, do not focus on technology transfer, but rather on the supply chain of physical goods.”

Therefore, this research aims to lay a foundation for resolving the question of whether blockchain-based
licensing agreements is a protected means of technology transfer.

Introduction

Blockchain technology has all the prerequisites to become a key instrument for risk allocation in cross-
border transactions, particularly in licensing agreements concerning dual-use technologies.

Blockchain technology has significantly transformed the way transactions are conducted. It enhances
security, helping build trust between contract parties. In the context of EU-Ukraine relations it could play
a key role in advancing technological exchange.

Licensing agreements are strategically important. By entering new markets licensors can set de facto
standards for complementary products and benefit from subsequent sales, which is especially relevant for
inventors: “...who lack the resources, experience and ability to establish a product on the market”.?® Licensing
revenues might stimulate technological development, Ukraine’s economy and its defence industrial
complex. Hence, blockchain adoption to IP management?’ is crucial for both increasing the effectiveness of
transactions, and enhancing public security.

Moreover, Ukraine and the EU are facing the challenges of a new world order. The fragility of security
guarantees for Ukraine concerning sovereignty and territorial integrity, which tend to be rather political
assurances, makes the development of military and dual-use technologies the only viable guarantee. To
achieve financial independence from external sources, Ukraine’s defence industry must commercialise its
inventions, for which the EU market is one of the most suitable.

1. Blockchain as an Instrument of Risk Allocation in Cross-border Transactions

The most accepted definition of blockchain technology simply refers to a chain of blocks in which
a distributed ledger is recorded, cryptographically protected, and enforced by a consensus mechanism.?®

Blockchain as a distributed ledger technology (DLT), has “no central authority that controls, verifies,
and validates these transactions”.* Moreover, the blockchain database relies on records that “are collectively
managed by a peer-to-peer network comprised of computers (known as “peers” or “nodes”), often scattered
across the globe”.?® Additionally, blockchain technology is considered a trust protocol that enables unknown
parties to rely on each other’s obligations without intermediaries.’!

Goneng Glirkaynak suggests dividing the definition of blockchain into three fields: technical, business,
and legal. From the technical point of view, blockchain is considered a: “[b]ack-end database that maintains
a distributed ledger, openly”. Meanwhile, the business definition considers blockchain an: “exchange
network for moving value between peers”. Finally, from the legal perspective blockchain is defined as:
“a transaction validation mechanism, not requiring intermediary assistance”.*?

Consensus Mechanisms. The key element in terms of information security is to achieve a consensus on
what should be stored in the DLT. Bahereh Lashkar and Petr Musilek define the consensus mechanism as
a process that: “is utilised to preserve agreement among the nodes in the network...”*

Consensus between DLT participants ensures that all replicas of the blocks created by users simultaneously
are identical and verified. In conclusion, the criteria for assessing the reliability of consensus mechanisms
are their capability to ensure that: “all nodes will contribute to an identical, consistent, and valid output.”*

» Ibid.
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Figure 1. Comparison of public and permissioned consensus mechanisms **

On the first layer, there are two types of the consensus mechanisms: public and permissioned, as shown
in Figure 1. A public blockchain allows any participant to create a node and consequently validate or reject
underlying transactions. In contrast, a permissioned blockchain operates within a private network, where
nodes can only be created with an administrator’s authorisation. Some authors consider mixed types of
blockchain, which combine features of both public and permissioned models.*

The number of consensus mechanisms is growing rapidly.’” While different mechanisms suit different
purposes depending on the field of application, this study focuses only on those applicable to supply chain
management (SCM). According to market-based evaluation, four consensus models are the most reliable
for SCM: Proof of Authority (PoA), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), and Proof of
Work (PoW).*® Meanwhile, hybrid mechanisms should also be considered.

PoA is a permissioned consensus mechanism that involves authorised participants in the validation
process. Shashank Joshi describes the PoA as “...a regulated or permissioned consensus protocol... that
aims to reach a consortium through authorised nodes or validators. In this protocol, the reputation of the
sealer is at stake...”®

On the one hand, PoA consume fewer resources, has better efficiency due to its centralised reputation-
based approach, and is faster and more reliable at scale. On the other hand, PoA has several disadvantages that
undermine its capacity to effectively maintain the SCM of dual-use inventions. It has insufficient protection
against malicious activities and unauthorised external involvement, which creates the risk of third-party
interference in the blockchain network. The level of its security has not been properly assessed.* Clone
attacks*' and Sybil attacks* are major vulnerabilities of this mechanism. PoA is not applicable for licensing
agreements of dual-use technologies in cases where parties cannot rely on a trusted identification authority.

PoS is a consensus mechanism which relies solely on the legitimacy power of the data stored in the
blockchain as enforced by society.** The mechanism of PoS block validation is described as follows: “users

3 Vestergaard, “Streamlining Export Controls with Blockchain,” 42.

3 Gurkaynak et al., “Intellectual Property Law and Practice in the Blockchain Realm,” 848.

37 Lashkari and Musilek, “A Comprehensive Review of Blockchain Consensus Mechanisms,” 43646.

3% Ibid.

3 Shashank Joshi, “Feasibility of Proof of Authority as a Consensus Protocol Model,” arXiv preprint arXiv:2109.02480 (2021), 2.

4 Ekparinya et al., “The Attack of the Clones Against Proof-of-Authority,” 1.

4 Ibid., 5-6, 15.

4 Douceur, “The Sybil Attack,” 1, 5.

4 Vitalik Buterin and Nathan Schneider, Proof of Stake: The Making of Ethereum and the Philosophy of Blockchains (Seven Stories Press,
2022), 197-8.
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are required to stake ... their tokens to present them with a chance of being picked to validate transaction
blocks [...] The higher the stake, the higher chances a user stands of being chosen”.*

However, such a mechanism is also vulnerable to third-party interventions, such as the so-called 51%
attack.* Although PoS might recover after an attack, irrevocably leaked information could damage the
inventor’s interests and compromise national security interests. Additionally, as PoS derivatives are based
on Ethereum, they create risks associated with their origins due to possible connections between Buterin,
the mind behind it, and Russian intelligence services.*

DPoS is an improved version of the PoS. Reputation is crucial for a network participant to become
a sealer.”’” DPoS is the fastest consensus mechanism with the lowest resource consumption. In DPoS each
block is created every 3 seconds, compared with PoS — 64 seconds, and PoW — 10 minutes. The reduction
in resource consumption is achieved through the centralisation of the block validation process involving
witnesses in the system. However, the security risk arises due to the higher degree of centralisation.
Witnesses retain their right to create a block for too long, which might be used for malicious activities.*®

PolW is the computational power-based mechanism. PoW has a reliable mechanism to verify whether the
information in the block is valid. Each block, besides containing transaction information, also includes
a core feature — the hash — which helps to confirm its validity.

The hash in each block is a compilation of the inherent features of each block, such as a timestamp,
a nonce, a reference to the hash of the previous block, and all transactions that occurred before in this
chain,® as illustrated in Figure 2. The process is dynamic, with the addition of blocks, each time doubling
the necessary computational power required to replicate the blocks.

Block 5624 Block 5625 Block 5626

e 135762214 Time: 135762868 ‘ Time: 13576332

ce: 581512551 Nonce: 6563312362 ‘

[ s |
| [ | [
—* Prevhash: Ofc8125bbed4 > Prevhash: B5cb1976¢171 ‘ —]} Prevhash: 8ef2752b7bc3

< Transactions > < Transactions > ‘

Figure 2. Overview of the blockchain

The following structure allows the creation of a Merkle Tree with block ramification. Each branch has
unique hash data, which cannot be altered without changes in the previous blocks. Considering the amount
of computational power required to enforce the PoW validation process, it is nearly impossible to compromise
the Merkle Tree by replicating all these blocks.”! At the same time, the development of supercomputers is
a key vulnerability that undermines the PoW mechanism. If a single party manages to accumulate more than
half of the total hashing power, PoW becomes vulnerable to the 51% attack.

Hybrid approaches allow to combine the strength of different mechanisms, by applying them at distinct
validation stages. For instance, node selection may apply the PoW approach, assigning each node a single
vote to enhance the decentralisation, while a sophisticated downgrade mechanism, — based on the calculation

4 Sheikh Munir Skh Saad and Raja Zahilah Raja Mohd Radzi, “Comparative Review of the Blockchain Consensus Algorithm Between
Proof of Stake (POS) and Delegated Proof of Stake (DPOS),” International Journal of Innovative Computing 10, no. 2 (2020): 28,
https://doi.org/10.11113/ijic.v10n2.272.

4 Akbar et al., “Distributed Hybrid Double-Spending Attack Prevention Mechanism for Proof-of-Work and Proof-of-Stake Blockchain
Consensuses,” 7.

4 Nathaniel Popper, “Blockchain Will Be Theirs, Russian Spy Boasted at Conference,” The New York Times, April 29, 2018, https://www.
nytimes.com/2018/04/29/technology/blockchain-iso-russian-spies.html.

47 Qian Hua et al., “An Improved Delegated Proof of Stake Consensus Algorithm,” Procedia Computer Science 187 (2021): 343.

“ Yang et al., “Delegated Proof of Stake with Downgrade,” 2-3.

¥ Ibid., 7.

30 Buterin, “A Next-Generation Smart Contract and Decentralized Application Platform,” 6.

St Akbar et al., “Distributed Hybrid Double-Spending Attack Prevention Mechanism,” 6-7.
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of node reputation, — can remove malicious nodes from validation process.’ Although hybrid mechanisms
remains untasted, they may offer: “... higher levels of security and performance”. 5

Therefore, the application of hybrid mechanisms should be considered in licensing agreements for dual-
use technologies. When designing such a system, criteria including resource consumption, validation speed,
vulnerability to different attacks, and the mechanism’s capacity to mitigate attacks risks are useful for
assessing its efficiency.

The Concepts of the Blockchain Adoption. The article identifies three possible blockchain adoptions:
smart contract, blockchain-based SCM and dispute resolution.

Smart contracts are one of the most popular methods for integrating blockchain into the operational life
cycle of a licensing agreement. A smart contract is an “if, then” statement, where: “if a condition is met, then
a result is executed”. From a legal perspective, it is defined through the concept of promises: “...specified
in digital form, including protocols within which the parties perform on these promises”.*

C. Poncibo provides three interpretations of the smart contract definition. Firstly, a smart contract is
considered to be ““...a computerised transaction protocol that executes the terms of a contract”; secondly it
is described as “a self-executing piece of code situated on the shared ledger and maintaining its own state
and that is theoretically immutable...”; and lastly, from a legal perspective, it is referred to as “smart (legal)
contracts that generally contain the essential elements of a valid and binding contract according to the
common standards of domestic contract laws”.>

In the context of cross-border transactions, smart contracts are considered a key tool for enterprises to
revolutionise the management and organisation of their operations “...[s]mart contracts enable the creation
of what we call open networked enterprises based on a new set of business models, or old business models
with a blockchain twist”.’® Therefore, smart contracts are the basic application of blockchain for risk
allocation in cross-border transactions.

Blockchain-based SCM adoption has two fundamental approaches shaping its structure: “(i) planning,
implementing, and controlling the primary activities and delivering value for the ultimate customers, and (ii) the
integration and coordination of corresponding business processes within as well as across the companies”.”’

The implementation of blockchain into SCM is described as: ... an organised and systematic network
between a company and its suppliers to manufacture and sell a particular product to the final customer,
aimed at reducing costs and being competitive in the market”.’®

The participants of the supply chain may vary depending on the classification provided. One of the
classifications includes entities such as: “suppliers, manufacturer, distributors, retailers, and consumers”;>
another focuses on: “manufacturer, distributor, logistics, and end-users”,*® with an example in Figure 3.

From a technical perspective, blockchain is implemented in blockchain-based SCM systems in two
ways: as a smart contract chain between the parties of the supply chain, and as DLT, which consists of all
corresponding information about these transactions. The deployment of a smart contract into a blockchain-
based SCM makes the process automatic through the: “validating the manufacturer, distributor, logistics,
end-users, and terminating the supply chain, using the data recorded in the blockchain”.*!

There are two ideas behind the blockchain-based SCM implementation in licensing agreements. The
first is internal — to provide the licensee and licensor with reliable data, enhancing the decision-making
process and enabling the precise identification of potential risks for their subsequent allocation between the
parties. For such purposes, it is necessary to look at the possible blockchain adoptions more broadly than
just the money transfer process.®> The second is external, which helps to comply with governmental inquiries
into transactions’ information.

Yang et al., “Delegated Proof of Stake with Downgrade,” 7.
3 Ibid.
Deloitte, Applying Blockchain in Securitization: Opportunities for Reinvention, Structured Finance Industry Group and Chamber of
Digital Commerce, 6, https://www?2.deloitte.com/content/dam/Deloitte/us/Documents/regulatory/us-sfig-report-applying-blockchain-in-
securitization-opportunities-for-reinvention.pdf.
Poncibo, “The Digitalization of Contracts in International Trade and Finance,” 134-5.
% Don Tapscott and Alex Tapscott, Blockchain Revolution, 36.
Aslam et al., “Factors Influencing Blockchain Adoption in Supply Chain Management Practices,” 36.
% Sana Al-Farsi et al., “Security of Blockchain-Based Supply Chain Management Systems: Challenges and Opportunities,” Applied
Sciences 11, no. 12 (2021): 4, https://doi.org/10.3390/app11125585.
¥ TIbid., 5.
S. Samundeswari et al., “Supply Chain Management of Dual-Use Drugs Using Blockchain,” Procedia Computer Science 230 (2023): 391.
¢ Samundeswari et al., “Supply Chain Management of Dual-Use Drugs Using Blockchain,” 391.
Rabia Bajwa and Farah Tasnur Meem, “Intellectual Property Blockchain Odyssey: Navigating Challenges and Seizing Opportunities,”
7, arXiv preprint (2024).

% Deloitte, Applying Blockchain in Securitization, 17.
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Figure 3. Supply chain participants *

Thus, the blockchain-based SCM might be implemented in the supply chain of dual-use technologies in
the EU market to enhance data exchange for the purposes of risk allocation in cross-border licensing
agreements.

Blockchain-based online dispute resolution (ODR) is based on smart contracts’ self-enforcement
mechanism. It reduces demand for court intervention into commercial disputes, meanwhile the New York
Convention enforcement mechanism® might be replaced by blockchain-based arbitration platforms.®

Firstly, despite the state’s authority to enforce legally binding contracts, blockchain technology offers
algorithms for the automatic enforcement of parties’ obligations. Such a mechanism operates more efficiently
than the judicial system:

Smart contracts make it the case that promisors will do precisely what they promise, radically strengthening promises.
If this is the point of judicial contract enforcement, then it looks like smart contracts offer superior technology, and
smart contracts would leave judicial enforcement essentially obsolete.®

Secondly, blockchain-based platforms and smart contract integrations significantly enhance the efficiency
and popularity of ODR. Despite the disadvantages described by the author, ODR has the potential: “to
introduce blockchain into the judicial system, having a beneficial impact on the efficiency and accessibility
of justice”.®® The outcome of the dispute is self-enforced via the mechanism of smart contract, which neither
produces a res judicata effect nor provides a classical arbitration award.®

The blockchain-based arbitration proceedings, powered by a smart contract self-enforcement mechanism,
include the following stages. Initially, participants in the transactions are the holders of so-called digital
keys. To enter an obligation, participants use their key to make their promises and store the coin, similar to
an escrow mechanism; however, this process is blockchain-based instead of involving an intermediary. The
coins under transaction are frozen until the obligation has been performed. After an obligation has been

¢ Al-Farsi et al., “Security of Blockchain-Based Supply Chain Management Systems,” 5.

9 United Nations, Convention on the Recognition and Enforcement of Foreign Arbitral Awards, New York, June 10, 1958.

% Dincer, “Arbitration in the Age of Blockchain,” 99.

7 Kevin Werbach and Nicolas Cornell, “Contracts Ex Machina,” Duke Law Journal 67, no. 2 (2017): 356.

% A. Zhuk, “Applying Blockchain to the Modern Legal System: Kleros as a Decentralised Dispute Resolution System,” International
Cybersecurity Law Review 4 (2023): 354, 362, https://doi.org/10.1365/s43439-023-00086-x.

% Andrea Bonomi et al., eds., Blockchain and Private International Law (Brill, 2023), 650.
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performed, the performer signals using their digital key. At the same time, the other party may confirm the
performance or raise a dispute, holding the coins frozen. To access the coins, both parties ask a private
adjudicator, under previously agreed conditions, to resolve the dispute based on gathered evidence in
a reliable form. Thus, it constitutes “a form of self-enforcing arbitration, where the issuance of an arbitral
decision and its practical implementation... factually overlap entirely”.”

The number of blockchain-based platforms are suitable for the purpose of dispute resolution arising
from smart licensing agreements. For instance: Kleros, empowered by the usage of “game theory and
blockchain in a multipurpose dispute resolution protocol”,”! recognised by the EU Commission;’ Mattereum,
which integrates transaction assets and contractual rights into the blockchain with: “...a razor-sharp focus on
enforcement”?; Jur, which is powering a Network State, that claims to be a “quasi-state””*, with its own
online jurisdiction to settle disputes in the blockchain realm.”

Thirdly, the prospect of replacing the New York Convention mechanism with a blockchain-based self-
enforcement mechanism is realistic. Although concerns remain regarding raising issues about the perceived
legal uncertainty of such an ODR method and the absence of a clear legal framework these considerations
are included in the zone of possible development of ODR, and it is a question of time when lex cryptographia
will overlap conventional dispute resolution.

2. Risk Allocation in Licensing Agreements of Dual-use Technologies at the Intersection of
Ukrainian and EU Jurisdictions

Risk in foreign economic activity is defined as: “...the possibility of positive and negative deviations
from the predicted desired outcome of decisions related to the integration of a domestic enterprise into the
global economy and the implementation of foreign economic agreements”.” Moreover, risk has a bilateral
aspect, where an entrepreneur could either win or lose.”

From a legal perspective, the risk relates to the negative aspect of the possible non-performance of
a result agreed upon between contractual parties. Legal instruments allow the shifting of risk incidence
independently of the parties’ actions or intentions after the contract has been concluded.”® In terms of
contractual formation, risk can be allocated between parties by shifting the responsibilities onto the
contractual parties in cases where certain circumstances have occurred. The legal mechanisms of risk
allocation in licensing agreements are further described in the subsequent sections below.

The concept of risk allocation is described as an inherent tension between parties caused by their attempt:
“...to minimize its overall risk and maximize its reward”; at the same time, while seeking to gain benefits
from mutual cooperation, the parties define all possible risks together and identify who is responsible for
each particular risk and to what extent.” This concept in legal and economic literature is also considered one
of the methods for “enlarging the contractual pie”.%

The risk allocation concept is governed by two economic principles used in the exchange of goods. The
first is the fundamental theory of exchange, which stipulates that transaction efficiency increases when
parties have a comparative cost advantage regarding the goods and services they provide. Applied to risk
allocation, this theory suggests that the risk is better shifted to the party best positioned to manage it. The
second is the general theory of competitive equilibrium, which asserts that the quantity of goods exchanged
is optimal when the marginal costs and benefits of the last unit of goods exchanged are equal for both the
provider and the receiver. In the context of risk allocation, this means that risk should be transferred to the
party until the marginal costs to the risk bearer are equal to the marginal benefits to the risk shifter.?!

7 Pietro Ortolani, “The Impact of Blockchain Technologies and Smart Contracts on Dispute Resolution: Arbitration and Court Litigation
at the Crossroads,” Uniform Law Review 24, no. 2 (2019): 434-6.

' Clément Lesaege et al., “Kleros: Long Paper v2.0.2,” (2021), 54, https:/kleros.io/yellowpaper.pdf.

2 European Commission, Competence Centre on Foresight: Kleros, Knowledge for Policy, July 14, 2020, https://knowledge4policy.
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7 Sealy, “Risk in the Law of Sale,” 226.
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8 Mirambell Fargas, “Economics of Arbitrability in International IP Contracting,” 226.

81 Mauel, “Common Contractual Risk Allocations in International Power Projects,” 38.

73

77



e-ISSN 2663-0621. Haykosi 3amicku HaYKMA. FOpuanuni naykn. 2025. Tom 16
96 Liubov Logush, Maksym Baryshov. Risk Allocation in Blockchain-Based Licensing Agreements for Dual-Use Technologies...

In a systematic view, risk is manageable within corporate strategies. The strategy for such management
includes four stages. The first stage is the identification of risks inherent in a particular type of activity, often
achieved through a “risk matrix”. The second stage involves risk analysis and evaluation, with special
attention given to the likelihood and frequency of risk occurrence. The third stage, which is optional, offers
four possible solutions, one of which is risk transfer via a contract. The last stage involves monitoring and
managing the implemented strategy to ensure its effectiveness.®

Risks Inherent to Cross-Border Licensing Agreements. There are three risks identified in the following
subsection: jurisdiction, counterfeiting, and royalty evaluation.

Jurisdiction is a major challenge in cross-border IP transactions, particularly industrial property, that is
subject to registration. The challenge is caused by a lack of an international registration system, and by an
insufficient international legal framework to protect intellectual property worldwide.® There are several
mechanisms to register a patent internationally, such as the Patent Cooperation Treaty® (PCT) and Unitary
Patent (UP).% Although they partially simplify the process, they have significant drawbacks. First, the filing
of a patent application under the PCT does not automatically grant the inventor a patent in all States Parties
to the treaty but only gives the applicant a 30-month period, as a general rule, to obtain protection in these
jurisdictions, according to Article 22(1) of PCT. Secondly, while a UP application provides automatic
registration of a patent in all jurisdictions that opt into this mechanism, the number of these jurisdictions is
limited, by Articles 3(2) and 7(1) of the EU Regulation No 1257/2012. Therefore, an inventor seeking
patent protection for their inventions in different jurisdictions across the globe faces fragmented legal
regulations of different legal systems.

To identify risks arising from jurisdictional matters, the following licensing model has been developed,
which is divided into registration and licensing stages. The registration stage, as a process of obtaining
a European patent by Ukrainian inventors, is described in Figure 4. The process is divided into three steps,
where a Ukrainian inventor: 1) registers the patent in Ukraine; 2) applies for international registration under
the PCT to the World Intellectual Property Office (WIPO); and 3) obtains a European patent under UP in
accordance with the relevant guidelines.®® After completing the registration stage, the licensing of
technologies within the EU jurisdiction is possible.

At the licensing stage, jurisdiction risks may arise from the relationships between a inventor and
a manufacturer, which is formalised through a licensing agreement, and from possible infringements in the
distribution market, as shown in Figure 5.

The application of blockchain for risk allocation is limited in this context, by the exclusive jurisdiction
rule. The exclusive jurisdiction rule on intellectual property matters is established under Article 16(4) of the
Brussels I Regulation.’” The rule stipulates that disputes concerning intellectual property rights (IPR),
including their “subsistence, scope, validity, registration and infringement” might be subject to dispute
resolution only in the domestic jurisdictions where the respective IPR were issued. However, decisions, —
which do not affect: “the records of the registries of a State, namely inter alia IPRs first ownership and
entitlement issues as well as transferability and assignability matters and the contractual transfer of
ownership”, — may be resolved outside of the respective domestic jurisdiction.®

A slightly different principle is established in Article 2:205 of the Principles on Conflict of Laws in
Intellectual Property (CLIP).* Paragraph 2:205.C05 of the Commentary on CLIP states that “a clear
distinction must be made between jurisdiction concerning the right to the patent and jurisdiction concerning
registration or validity of a registered right”.”® Thus, the exclusive jurisdiction rule does not apply to the
issue of patent entitlement, also known as simple ownership disputes, “which must be determined on the
basis of the legal relationship which existed between the parties concerned”.’!
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In addition, differences might arise in the law that governs the licensing agreement and related contractual
obligations. The legal framework of the EU patent system is governed by the Regulation on Unitary Patent
Protection, which creates an umbrella of unitary patent protection within the “Participating Member State”, in
the meaning of Article 2(a) of the EU Regulation No 1257/2012. Regarding this regulation and with reference
to the provisions of Art. 4(2) of Rome I Regulation® and Art. 8(2) of Rome II,** there are two types of law
governing the obligations arising from the licensing agreement that can be distinguished. First, the contractual
obligations arising directly from the licensing agreement are usually “be governed by the law of the country
where the licensor is established”’; second, the derivative obligations arising from delicts against intellectual
property under the respective licensing agreement “are governed by the lex loci delicti”.”

Thus, for the purposes of this research, it is necessary to divide the jurisdictional risk into two categories:
the risk related to interventions into the records of state registries undertaken by the licensor, and the risk
that is not governed by the exclusive jurisdiction rule. Nevertheless, the second category must be clearly
divided into infringement cases and simple ownership disputes, which are undertaken by the licensee and
might be subjected to blockchain risk allocation respectively, as shown in the Table, paragraph 1.

Counterfeiting is a risk in cross-border licensing agreements and might be allocated by the parties
through blockchain facilities. Combating counterfeiting and IPR enforcement requires the adoption of
a broad approach that goes beyond the licensing agreement itself. In scholarly literature and in practice,
blockchain technology adoption for SCM, is a well-known method. It has a preventive character, addressing
the roots of counterfeiting,”® rather than relying solely on “fire extinguishing” measures directed at
enforcement bodies or courts.

To combat counterfeiting it is necessary to implement measures which might be categorised into four
main categories, including: “internal security, external security, product labelling, and legal safeguards”.”’

2 World Intellectual Property Organization, Protecting your Inventions Abroad: Frequently Asked Questions About the Patent Cooperation
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11 July 2007.
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From the perspective of internal security, it is necessary to set up a smart contract chain in distribution,
which provides reliable information for buyers of the technologies under licensing agreements. Such
information is also applicable for disclosure to “customs officials, to certify a genuine product and tell it
apart from a counterfeit”.”

The implementation of QR codes and/or radio frequency ID for each unit of goods and subsequent
registration in the DLT provides each interested party with relevant privileges with access to the information
about the tracing and tracking of products, as well as the number of goods sold or in stock in real time. Such
a system provides numerous benefits for the licensor and the licensee, including accelerating market demand
and conducting market research.!'®

The integration of blockchain-based SCM into the operational cycle of a licensing agreement benefits all
participants in the supply chain, including customers, manufacturers, and suppliers, but primarily the
licensee and licensor.

The implementation of a smart contract chain to distribute the technology under licensing agreements
allows “query and trace the product information and whole transaction history using its product ID; [and] ...
span from the manufacturer to the end customer or even resellers... [where] each step of the transaction will
be recorded and registered in the blockchain...”!!

% Michael Christian Lee et al., “Developing an Anti-Counterfeit System Using Blockchain Technology,” Procedia Computer Science 216

(2023): 89.
% Jitasha Bahl, “Blockchain and Its Application in the Field of Intellectual Property Rights,” Law Essentials Journal 2, no. 2 (2021): 306.
100 Gurkaynak et al., “Intellectual Property Law and Practice in the Blockchain Realm,” 860.
101 Tbid., 89-90.
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In EU jurisdiction the legal solution namely the “anti-counterfeit infrastructure” already exists regarding
trademarks and industrial design, which is aimed “to ensure product authenticity throughout the whole
supply chain, and eventually beyond”.'? The project developed blockchain-based three-level infrastructure
to combat counterfeiting: “Verifiable Credentials (VCs): to format, present, and formalise claims to ... IP
rights holders. Non-Fungible Tokens (NFTs): to represent the digital twins of products. Blockchain ledger:
to create an audit trail and provenance of products”.!%

Another way to combat counterfeiting is the constant review and development of the technologies. The
need for the development is a necessity, rather than luxury, especially, considering that in some EU
jurisdictions where third parties have access to the practice and improvement of patented inventions.!** To
stay competitive and overturn competitor’s attempts to replicate the technology, special attention should be
paid to the research and development (R&D). The risks of counterfeiting in this context might be allocated
through the inventor’s efforts in organisational matters. Establishing a transfer project team to enhance
permanent communication between the licensor and the licensee is an organisational practice to increase the
effectiveness of licensing agreements and R&D facilities.!®

The last resort of IPR protection is enforcement in the respective jurisdiction where the licensee
operates. Such costs “includes the costs for the identification of infringers and litigation costs [...] for
enforcement but also defending IPRs”.!% It is advisable to allocate such risk to the licensee, because
usually the licensee is in the best position to manage it. The model of counterfeiting risk allocation is
shown in the Table, paragraph 2.

The shared royalties model powered by blockchain can avoid informational risks. In scholarly literature
fourth types of royalties are commonly distinguished: the first is per-unit royalties, where a fixed amount is
paid for each unit of goods sold; the second is ad valorem royalties, calculated as a percentage of revenue
from sales'? (also called profit-sharing royalties), the third type is fixed fees paid for a specified period of
time, and the fourth is a mixed types combining features of the above methods.!®®

From an economic perspective, the grounds for selecting one of the possible strategies depend on the
licensor’s capacity to produce the technology independently. When there is insufficient capacity, the author
suggests that it is preferable to choose a fixed fee due to the absence of competition between the licensor
and the licensee. However, when the licensor has sufficient capacity to produce and thus compete in the
market, the appropriate licensing method in technology is output-based royalties, allowing the licensor
some control over the licensee’s production volumes.'” This point becomes controversial in cases where
“the patented technology does not drive the demand for the product”.!'?

From the perspective of fulfilling obligations to maintain high quality goods and subsequently increasing
revenues and royalties, the profit-sharing royalty model appears to be the most efficient. The allocation of
these risks promotes cooperation and a shared model of responsibilities, enhancing the potential outcome of
the licensing agreement.

At the same time, to generate trust in such relationships, it is necessary to address both information
asymmetries: regarding patent value at the licensing agreement conclusion stage, and regarding verification
of the criteria for assessing the licensee’s effectiveness, at the performance stage.

At the stage of concluding a licensing agreement, the patent owner possesses complete information
about the technology in question. From the potential licensee’s perspective, there is a risk of insufficient
reliable information regarding the potential value, which might be generated by the acquisition of the
license. Meanwhile, this lack of transparency can be mitigated through appropriate formation of licensing
terms.""! During the license performance stage, there is a lack of criteria for assessing licensee effectiveness’
assessment. To share the risks associated with decline in demand for licensed goods, royalties could be tied
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to the licensee’s net profit. However, an obstacle to implementing this practice is the difficulty in sharing
access to the reliable marginal cost information.!'?

Thus, blockchain technology could serve as an instrument for risk allocation during the performance of
parties’ obligations. The obligation to use this technology could be incorporated into the contract to allocate
risks associated with royalty determination by the sharing of reliable information: specifically, information
about the patent’s value before entering into a licensing agreement; and about the licensee’s supply chain
and the relative costs associated with its net profit formation, as shown in the Table, paragraph 3.

Risks Inherent in the Field of Dual-Use Technology. There are two subcategories of risk which might
be allocated by blockchain-based SCM: export and sanction controls.

Regarding export control, the major concern relates to a lack of transparency in technology transfer
through a licensing agreement and the subsequent distribution of those technologies. The principle that
may be applied to export rules for dual-use and military technologies is formulated as follows:
a government cannot authorise the export of those technologies “unless it can ensure that the export will
not harm [its] security”.!?

The established framework for dual-use export control, inter alia, including EU Regulation No. 2021/821
provides that Member States’ authorities may prohibit the transit of dual-use items where they might be
transferred to countries that are subject to an arms embargo.!!*

However, the lack of European jurisdiction and enforcement body control does not prevent the distribution
of dual-use and military technologies against EU regulations. The risk associated with “monitoring the
production and use of products manufactured using the investor’s patented technology™ is present,'* given
that each EU Member State has its own approach to legal controls on arms exports, as well as due to the lack
of enforcement mechanisms to implement embargoes.!!® This situation may lead to a violation of Ukrainian
national interest and security while transferring the technologies abroad.

There are precedents of transferring dual-use and military technologies through the EU border control
“to Israel, Morocco, Russia and Venezuela that were approved or supported by Member State governments
when there were good reasons under the EU criteria to refuse the deals”.!” Obviously, the situation has
changed since the summer of 2014, but to what extent?

The sanctions under EU Council Regulation No. 833/2014 of 31 July 2014 (EU Regulation
No. 833/2014)"'® introduce a complete ban on the export of dual-use technologies to the Russian Federation.
Subsequently, further amendments significantly enhanced the anti-circumvention mechanism and expanded
the categories covered under dual-use technologies for the purposes of sanction regulations.'”

On December 18, 2023, through the twelfth package of sanctions, a new measure on combating
sanctions circumvention was introduced. The package amends EU Regulation No. 833/2014 by
Art. 12g, which included so-called “no re-export to Russia” measures. These measures impose an
obligation on exporters to include a contractual clause prohibiting their counterparties from re-
exporting dual-use technologies to the Russian Federation, and mechanisms for imposing a complete
ban on export to third countries, which are engaged in circumvention measures.'?® The latest updates
on sanctions measures are the 19th package of sanctions, which extended the lists of sanctioned
persons, but did not change the methodology.'?!

However, the effectiveness of such measures is limited to the EU jurisdiction. Even though, the EU
adopts a more “robust (or “hard’) approach to extraterritoriality in the realm of sanctions... [which] may fall
within the realm of permissible collective countermeasures under Article 54 of ARSIWA”, — EU sanctions
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cannot always be effectively applied on an extraterritorial level due to the lack of leverage in bargaining
over the trade balance, where “the overall EU economy and the well-being of its population” are at stake.'?

Hence, it is necessary to consider private sector behaviour and assess the effectiveness of sanctions
measures from the perspective of their primary goal — to reduce the military capabilities of the Russian
Federation and make its conduct more costly. The sanctions mechanism has become insufficient for reducing
export volumes to sanctioned entities due to the options offered by third countries and “their territories to
mediate and favour the acquisition of banned products through triangulation and re-exporting activities”.'*
Consequently, to allocate the risk of transferring dual-use goods to third countries where their end-use
purposes are not verified, the principle of due diligence should include “adequate verification of the customer
or partner [and] the intermediaries...”!?*

In this context the use of blockchain provides the parties to the contract with the possibility to allocate
such risks. The blockchain SCM facilitates export control, where DLT is key to improving transparency
across supply chains.

The research by the Korean Security Agency of Trade and Industry provides three major examples of the
implementation of the blockchain-based SCM in dual-use export control. The first is Louis Vuitton’s AURA
platform that allows the tracking of “the lifecycle of its products, from design and raw materials to
manufacturing and distribution [...] to track supply chains and streamline compliance processes”.'” The
second is a DLT joint project between the government and exporters, which enables merchants to ensure
“traceability of sensitive items and support post-shipment verification; [...] to validate the identities of their
recipients and the authenticity of their end-user documents”.!?® The third is “SLAFKA” — a DLT that tracks
the nuclear material chain at the national level. SLAFKA ... allows holders of nuclear material to digitally
transact between one another while the regulator(s) observe and verify the transactions in near real time”.'?’

Thus, implementation of the blockchain-based SCM into the operations of the licensee allows for the
allocation of the lack of transparency risk in export and sanctions control for dual-use goods distribution, as
shown in the Table, paragraph 4.

Risk Allocation Matrix. The Table “Potential Risks Allocation” presents the possible ways of risk
allocation in cross-border transactions associated with licensing agreements of dual-use technologies at the
intersection of the Ukrainian and EU jurisdictions. The column “Risks categories” is structured according
to the analyses of the present research. In the columns: “Licensor” and “Licensee” the description of risks
undertaken by respective parties of the licensing agreement are provided. The last column is “Blockchain
application”, which represents the risks that might be allocated by blockchain technology.

Table. Potential Risks Allocation

No Risks Categories Licensor Licensee Blockchain application
| Jurisdiction state reglst.er interventions the 1_nfr1nge’m§nt_s of IPR in blockchain-based ODR
disputes Licensee’s jurisdiction
. R&D investment, project IPR enforcement anti-counterfeit DLT
2 Counterfeit o
teams and litigation systems
3 Royalty Structure information asymmetry on information asymmetry on | transparent data exchan.ge
royalty base patent value on profit & supply chain
Export / transfer risks to restricted violation of export and blOCk?ham SCM for
4 . . . traceability and end-use
Sanctions Control entities sanction control checks

Conclusions

Three major risks inherent in cross-border licensing agreements fall into three categories of risks that
may be allocated by blockchain technology. The first risk involves disputes arising from various domains
established in multiple jurisdictions; such risks may be partially allocated by parties via blockchain-based
ODR methods, to a limited extent that does not contradict the exclusive jurisdiction rule. The second is the
risk of counterfeiting, which might be mitigated by the mutual efforts of the parties in technological
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innovation, enhanced enforcement of IPR, and sophisticated blockchain-based anti-counterfeit infrastructure.
The third risk related to royalty methods, offers a way to allocate risk of information asymmetry associated
with both royalty base formation and the potential value of the patent for the licensee’s operations;
considering the adoption of a blockchain-based SCM into the operations of both licensor and licensee, they
could allocate the risk regarding such asymmetry.

Regarding the control over distribution of dual-use technologies, the lack of transparency in the supply
chain is identified as a core risk in such licensing agreements. The presented risks relate to both insufficient
export control in the EU jurisdiction and the EU’s lack of power to impose extraterritorial sanctions on
the transfer of dual-use technologies to the Russian Federation via third countries. At the same time,
blockchain developments suggest an effective way to allocate these risks between parties. The results are
achieved by tracking respective supply chains and verifying end-use purposes using information contained
in a distributed ledger.
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PO3MOALJT PUBUKIB
Y JIIEH3IHHUX JOITOBOPAX HA OCHOBI BJIOKYEHY
{00 TEXHOJIOT' I MOABIMHOI'O ITPU3HAUEHHS
HA NEPETHHI IOPUCIUKIIN YKPATHU TA €C

VY cTarTi KOCHIAXKEHO 3aCTOCYBAHHS TEXHOJOTIT OJIOKUCHH JUI pO3NOALTYy PU3UKIB y TPAHCKOPJIOHHHUX
TEeH31HHUX J0roBOpax MI0A0 TEXHOIOT1H MOABIHHOTO MPU3HAYEHHS, 3 ypaXyBaHHSIM MPAaBOBOTO PETYIIO-
BaHHA Ykpainu ta €C.

[IpoananizoBaHO TEXHOJOTIIO OJOKYEHH 5K 13 TEXHIYHOTO, TaK i 3 IOPUAUYHOTrO morisay. OKpeciaeHo
OPUHIUNY (YHKI[IOHYBaHHS HAHOUIBII MONIIMPEHUX KOHCEHCYCHUX MEXaHi3MiB, SIKi 3aCTOCOBYIOTHCS
B YMPAaBIiHHI JaHLIOTaMH NTOCTaYaHHs, BU3HAUEHO OCHOBHI 3arpo3u, MpUTaMaHHI KOXXKHOMY 3 HuX. IIpo-
aHaJI30BaHO HAWMOIMIMPEHII TUITN aTak MPOTH OJIOKYEHH-iH(ppacTpyKTypu. BusHaueHo KpuTepii npuaat-
HOCTI KOHCEHCYCHUX MEXaHI3MiB JUIsI TpaH3aKIii 11010 TEXHOJOTiH moaBiiiHOro mpusHaueHHs. Cepen
MOXJINBUX CIIOCOOIB iMIUIeMeHTanii OnokdeiHy B JIIEH3iiHI JOTOBOPM HABEAECHO CMAPTKOHTPAKT,
YIOpaBIiHHA JIAHIIOTAMHU [OCTAYaHHS Ta BPETYIIOBAHHS CIOpPiB. PO3MISHYTO BIPOBaJKEHHS CMapT-
KOHTPAKTIB y JIIEH31HUX TOTOBOPAX B ONEpaliiHuil HUKI KOMEPIiitHUX cTpykTyp. HaBeneHo MoxiuBi
MAXOIH 10 BIPOBAKEHHS OJIOKYCHHY B YIPaBIIiHHA JAHIIOTaMH NocTadaHHs. OMHMCaHO Cy4acHI METOAU
BpETYJIIOBaHHS CHOPIB Y HUQPOBiil chepi.

Takox pO3MISHYTO BIIPOBAKEHHSI TEXHOJIOT1] OJIOKUCHH U PO3MOALTY PU3MKIB 32 TPAHCKOPAOHHUM
JIIEH31HHUM JIOTOBOPOM Ha MEPETHHI IOpUCIUKIiH Ykpainu ta €C. Bu3HaueHO MOHATTS PU3MKY Ta ioro
PO3MOITY MK CTOPOHAMHU JIOTOBIPHMX BiTHOCHH 3 MOIVISITy EKOHOMIKH Ta Npasa. BuokpemiieHo /1Bi Kare-
ropii pU3MKiB: MPUTAMaHHI JIICH31MHIM JOTOBOpaM Ta CHEnM(idHI /I Taidy3i TEXHOJIOTiH moaBiifHOro
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npu3HadeHHs. [lepia KaTeropisi CTOCYy€eThCsl PU3HUKIB, OB’ SI3aHKUX 13 TUTAHHAMH KOJI31HHOTO Mpasa, Iiji-
poOku Ta hopMyBaHHS POsUITI. Mexki pO3MOILTY PU3HKIB HA OCHOBI OJIOKYCHHY BUSBIISIOTHCS 3 OISy Ha
MPABHUJIO BUKIIFOUHOT FOPUCIHKIIT. BIIpOBa/KeHHS YITPaBIiHHS JaHIFOTaMH TIOCTauyaHHs Ha OCHOBI OJIOK-
YeHy JOCITIDKEHO Kpi3h MPU3MY PO3MOMAIIY PHU3UKY IMiAPOOKH. AHAIOTIYHHMMA IMiJXiJ] 3aCTOCOBAHO JIO
pu3uKy acuMeTpii iHpopmartii. Jlpyra kareropis pu3uKiB CTOCYEThCS €KCIIOPTHOTO KOHTPOJIFO Ta CAHKIIIH.
Po3nissHyTO HOpMaTtWBHO-TIpaBoBy 0asy €C, 1o perymtoe BiamoBiaHi cepu. [IpoaHanizoBaHo cydacHi
MPUKIIAJU BIPOBA/DKCHHS YIPABIIHHS JIAHIIOTAMH [TOCTAYaHHS, 1[0 BUKOPUCTOBYIOTHCS JUIS PO3IOILITY
PHU3HUKIB EKCIIOPTHOTO KOHTPOJIIO Ta CaHKIii. OOUIBa pU3HKH MOXKYTh OyTH PO3IOIIICHI MiXK TOTOBIPHHUMHU
CTOPOHAMH 3a JJOMIOMOTOI YIIPABIIIHHS JIAHI[FOTAMHU TTOCTAYaHHsI Ha OCHOBI OJIOKUeHHY.

Pesynwratom nocmipkeHHsS € (JOpMYBaHHS MATPHIN PO3IOALTY PU3HKIB 3 BUKOPHCTAHHSIM TEXHOJIOTI]
OJOKUCHH.

KuarouoBi caoBa: OnokveiliH, po3MOT PHU3HMKIB, TPAHCKOPIOHHI TpPaH3aKIlii, JIIEH3IHHUA J0TOBIp,
TEXHOJIOTIi MO/IBITHOTO MPU3HAYCHHS.
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